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How can the right
processor help
protect data privacy?

The explosion of data, driven by 0T, Al, cloud computing, and digital collaboration, has made data privacy more critical than ever.
With increasing global regulations and severe penalties for breaches, organisations must prioritise data protection. One key strategy
is to reduce the attack surface, in other words, minimise the number of potential vulnerabilities that could be exploited.

Securing data throughout its lifecycle — from server deployment through application execution and data processing — is also essential.
Privacy-Enhancing Computing Technologies have emerged as a leading trend in cybersecurity to address these concerns.

These technologies enable secure information sharing while significantly reducing the risk of data breaches.

One such technology is Confidential Computing, which focuses on protecting data while in use.

AMD enables this capability through AMD Infinity Guard; a suite of advanced security features built into AMD EPYC™ processors.

The AMID EPYC™ approach to security: AMD Infinity Guard'

AMD EPYC™ processors are built with security at their core, using the modern “Zen”
architecture. This helps protect sensitive data, minimise downtime, and reduce system
resource drain. AMD Infinity Guard complements this with a comprehensive set of security
features that integrate with software and system-level protections from ecosystem partners.

AMD Infinity Guard is a suite of advanced security features embedded at the silicon level
in AMD EPYC™ processors. It's designed to defend against both internal and external
threats, and to help organisations meet evolving security and compliance requirements.

With solutions available for both on-premises and cloud environments,

AMD Infinity Guard helps reduce risk and protect your customers’ most critical data. A
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AMD Secure Boot? Defends against firmware threats by extending the silicon root of trust to help protect the BIOS.
Enhances security against malware and attacks in virtualised environments.

Helps safeguard against internal security threats with encrypted data protection, including defense
against certain cold-boot attacks. Integrated high-performance encryption engines in memory
channels enable optimal performance without requiring application software modifications.

Transparent Secure Memory
Encryption (TSME)

Provides hardware-enforced stack protection to mitigate malware attacks like return-oriented
AMD Shadow Stack? programming (ROP). Maintains return addresses for integrity checks and supports
Microsoft® hardware-enforced stack protection.

Encrypts and protects each VM's memory space from the hypervisor and other VMs using
individual keys (supports up to 1006 keys(1). Offers limitless encrypted memory capacity
and supports CXL memory expansion.

Secure Encrypted
Virtualisation (SEV)

SEV Encrypted State (SEV-ES) Protects the contents of the registers when the Virtual Machine is offline.

Provides VM integrity and confidentiality against malicious hypervisors. Enhance cloud
security across diverse workloads with optional defenses against malicious interrupt injection,
specific speculative side-channel attacks, and TCB rollback attacks.

SEV Secure Nested Paging
(SEV-SNP)?

Trusted 1/O Extends the guest’s Trusted Execution Environment (TEE) to include external trusted devices,
such as GPUs and accelerators.
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ANMD Infinity Guard is available across multiple
generations of ANMID EPYC™ processors, including:

* EPYC 9005, 9004, 8004 R f '\
*« EPYC 7003, 7002 A '
* EPYC 4005, 4004

Each generation supports a combination of the above «
features, with newer models offering enhanced
capabilities, like SEV-SNP and Trusted I/O.
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Reduces risk Supports compliance Enhance protection in Complements software
of data breaches with privacy both on-premises and and system-level security
and downtime. regulations. cloud environments. from ecosystem partners.

Learn more about AMD Infinity Guard >

Need help building a business case?

Request a call back and we’ll help you tailor the right AMD EPYC™ solution for your customers.

REMEMBER: You decide what goes inside

Never settle. Dig into the hardware details and work with your server manufacturer to choose
the right AMD EPYC™ CPU-based server solutions for your customers’ workloads.

' GD-183A: AMD Infinity Guard features vary by EPYC™ Processor generations and/or series. Infinity Guard security features must be enabled by server OEMs and/or Cloud Service Providers to operate. Check with your
OEM or provider to confirm support of these features. Learn more about Infinity Guard at http://www.amd.com/en/products/processors/server/epyc/infinity-guard.html.

2 An OEM who has enabled the AMD Secure Boot feature grants permission for their cryptographically signed BIOS code to run only on their platforms using an AMD secure boot enabled motherboard. One-time
programmable fuses in the processor bind the processor to the OEM'’s firmware code signing key. From that point on, that processor can only be used with motherboards that use the same code signing key.

3 Available in 3rd Gen and newer AMD EPYC™ processors.

“4th Gen AMD EPYC™ 8004 and 9004 processors. 3rd generation AMD EPYC™ processors support up to 506 keys.
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