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Legal notice 

The information in this Guide is intended solely for the use of authorized resellers of 

TD SYNNEX products and services. It contains business operational information to support 

TD SYNNEX authorized resellers to navigate through complex and dynamic challenges of 

today's security landscape. 

This document is provided for informational purposes as a courtesy without 

recognition of any legal obligation and represents the current product offerings and practices 

of TD SYNNEX, which are subject to change without notice. TD SYNNEX makes no 

warranties, express or implied, in this document. The information provided herein is provided 

"as is" and without any guarantees as to its accuracy, completeness, or applicability. Users are 

responsible for making their own independent assessment of the information in this document 

and should seek professional advice tailored to their specific circumstances. 

TD SYNNEX shall not be liable for any direct, indirect, incidental, special, or 

consequential damages arising out of or in connection with the use of this document, except 

in cases of gross negligence or willful misconduct, intentional injury to life, body or health, or 

to any liability under the Product Liability Act. The responsibilities and liabilities of TD 

SYNNEX to its customers are governed by the applicable agreements, and this document does 

not modify any such agreements. 

 

This document is TD SYNNEX proprietary. 
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Changelog 
The following changes have been incorporated into TD SYNNEX’s Guide on AWS Security, as 

of the date indicated in the table. 

 

  

DATE VERSION CHANGE PAGE NUMBER 
 

17.06.2025 

 

v1.0 

 

Initial release 

 

- 
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TD SYNNEX’s Commitment to Security  
 

In today's rapidly evolving digital landscape, security has become paramount for 

organizations across all industries. The proliferation of cyber threats, coupled with the 

increasing reliance on cloud services, has made robust security measures a necessity and a 

strategic imperative. As businesses migrate to the cloud, the need for comprehensive, reliable, 

and scalable security solutions has never been greater. TD SYNNEX recognizes this critical 

trend and is deeply committed to ensuring that our business partners have access to the 

highest security standards. 

At the heart of TD SYNNEX's mission is a steadfast dedication to empowering our 

partners with the tools and solutions they need to thrive in a secure digital environment. Our 

mission extends beyond merely distributing IT products; we aim to be a trusted advisor and 

partner in our customers' journey toward digital transformation. This commitment is reflected 

in our extensive portfolio of security solutions designed to address the complex and dynamic 

challenges of today's cyber landscape. 

As a leading cloud service provider, AWS offers a robust platform for building secure, 

scalable, and innovative applications. TD SYNNEX's alignment with AWS is a testament to 

our commitment to providing cutting-edge solutions that meet the highest security standards. 

By offering AWS cloud services through our distribution sales channel, we enable our partners 

to leverage the full potential of AWS's security features, including advanced encryption, 

identity and access management, and comprehensive monitoring and logging capabilities. 

Our strategic partnership with AWS allows us to deliver our business partners a 

seamless and secure cloud experience. We understand that security is not a one-size-fits-all 

solution; therefore, we provide an ecosystem that caters to each business's unique needs. 

Whether through consulting services, training programs, or comprehensive support, TD 

SYNNEX is dedicated to ensuring that our partners are well-equipped to navigate the 

complexities of cloud security. 

This guide is a significant step towards enhancing transparency and earning the trust 

of our partners. By providing clear, detailed information on effectively leveraging AWS 

security features through our distribution channel, we aim to foster a deeper understanding 

and confidence in our offerings. Our goal is to ensure that our partners feel supported and 
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informed every step of the way, enabling them to deliver exceptional security solutions to their 

customers with assurance and expertise.  



17.06.2025 – v1.0 
8 

TD SYNNEX’s Shared Responsibility Model 
 

With the introduction of the distribution sales channel to AWS, cloud computing, 

security, and compliance have become more significant than a responsibility that relies on 

AWS and the customer. The distribution channel depends on the local business partners, who 

often have established customer relationships and can provide more personalized and 

localized service. The distributor’s role is to fill the gaps between the different business partner 

types by delivering additional value in the form of, for example, sales training, technical 

expertise, marketing reach, and dedicated support. 

 

 

 

 

 

 

Security and Compliance is a shared responsibility between AWS and the customer. This 

shared model can help relieve the customer’s operational burden as AWS operates, manages 

and controls the components from the host operating system and virtualization layer down 

to the physical security of the facilities in which the service operates. The customer assumes 

responsibility and management of the guest operating system (including updates and 

security patches), other associated application software as well as the configuration of the  

Security "of" the Cloud – AWS is responsible for safeguarding the infrastructure that 

operates all services within the AWS Cloud, encompassing various critical aspects such as 

physical security—protecting data centers, servers, storage systems, and networking 

equipment—and infrastructure security, which involves securing the underlying hardware, 

software, networking, and facilities supporting cloud services. Additionally, AWS maintains a 

globally distributed, highly available, and resilient infrastructure as part of its global 

infrastructure efforts. AWS also focuses on compliance and certifications to ensure that cloud 
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services adhere to stringent security standards, achieving and sustaining various certifications 

like ISO, SOC, and FedRAMP. 

Security "in" the Cloud – Customers are responsible for security "in" the cloud, which 

includes protecting their data, applications, and associated infrastructure deployed in the 

AWS Cloud. This involves several critical areas: data security, ensuring the confidentiality, 

integrity, and availability of data through encryption, access controls, and backup processes; 

identity and access management, controlling access to AWS resources via IAM services, 

including user permissions, multi-factor authentication, and access keys; network security, 

configuring VPCs, security groups, and network ACLs, and implementing firewalls and 

intrusion detection/prevention systems; application security, securing applications through 

patching, vulnerability management, and secure coding practices; monitoring and logging, 

utilizing AWS services like CloudTrail, CloudWatch, and GuardDuty for activity monitoring, 

anomaly detection, and log maintenance for compliance and auditing; and finally, compliance, 

ensuring the use of AWS services adheres to relevant laws, regulations, and industry 

standards, which may require additional controls to meet specific compliance requirements. 

Managed Service Provider – Partners serve as the direct interface between TD SYNNEX 

and end customers, shouldering various responsibilities in AWS security. These 

responsibilities include sales and deployment, where partners sell AWS solutions to end 

customers and assist in securely deploying these solutions, ensuring customers are well-

informed about the security features and compliance requirements of AWS services. 

Additionally, partners are tasked with customer education, providing training and educational 

resources such as workshops, webinars, and documentation emphasizing best practices for 

securing AWS services. They also offer ongoing support, continuously assisting customers in 

managing and maintaining their AWS environments, which may involve help with security 

incidents, compliance audits, and regular security reviews. Furthermore, partners engage in 

custom integration, collaborating with TD SYNNEX to develop and deploy bespoke security 

solutions tailored to their customer's unique needs, potentially offering extra security layers 

like managed security services. Lastly, they provide compliance assistance, guiding customers 

through the compliance landscape to ensure their AWS services adhere to all pertinent 

regulatory requirements. 

Value-Added Distributor – TD SYNNEX plays a pivotal role in connecting AWS with its 

customers, offering enhanced support, expertise, and value-added services to bolster the 
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security of AWS deployments. Their responsibilities encompass product distribution, ensuring 

customers have access to a comprehensive array of AWS products and services essential for 

constructing secure cloud solutions. Additionally, TD SYNNEX provides value-added services, 

including consulting, training, and support to aid customers in effectively implementing and 

managing AWS security features, focusing on compliance, best practices, and troubleshooting. 

They also offer expertise and guidance, delivering specialized advice on AWS security best 

practices to help customers navigate the intricacies of cloud security, with a particular 

emphasis on areas like identity and access management, data protection, and network 

security. Furthermore, TD SYNNEX develops custom solutions tailored to meet specific 

customer needs, which may involve pre-configured security templates, bespoke consulting 

services, and integrated security stacks. Lastly, they support partners through training, 

marketing assistance, and co-selling opportunities, empowering them to sell and deploy AWS 

solutions confidently. 
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AWS Landscape in the Distribution Channel 
 

Customer First 
 

AWS utilizes TD SYNNEX’s network of business partners to provide the highest quality 

service related to a comprehensive cloud services portfolio. TD SYNNEX operates using the 

End customer account model (ECAM), under which the end customer’s agreement 

governs all access to and use of AWS services except fees, payment, pricing, and tax terms, 

which are superseded by the terms outlined in the TD SYNNEX’s agreement with the partner, 

as well as partner’s agreement with the end customer. The management (payer) account 

is set up with TD SYNNEX’s email domain, but all member (linked) accounts should have 

the end customer’s domain. The distributor in this model is set up as a payer (i.e., they own 

the management account in the consolidated billing organization) so they can receive the bill. 

Still, all AWS services are resold through the accounts owned by the end customer. 

 

End customer account model 

(Source: https://aws.amazon.com/blogs/mt/aws-partners-determine-aws-support-plans-in-organization/) 

  

https://aws.amazon.com/blogs/mt/aws-partners-determine-aws-support-plans-in-organization/
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Distributor Account Model 
 

In the Distribution Account Model (DAM), the Linked Account is owned by TD 

SYNNEX. In this model, the distributor is tied to the Customer Agreement and maintains its 

terms with the partner. 

The Distribution Program allows distributors, unique authorized resellers of AWS, to 

sell only to other AWS Partners called "distribution sellers" or "sellers," who are referenced in 

this guide as partners. 

This creates a multi-tier relationship that requires three monthly billing operations: 

AWS bills the TD SYNNEX, the TD SYNNEX bills the distribution seller, and the seller bills 

the customer. At TD SYNNEX, those operations are managed using the StreamOne ION 

platform. 
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AWS’ Unique Invoicing Process 
 

AWS offers Consolidated Billing to improve access and scalability when you have more 

than one AWS cloud account.  

At a high level, due to the way AWS invoices its customers, there could be differences 

between the cost of StreamOne ION invoices, and the cost that linked account owners can see 

in their AWS console bills/Cost explorer. Only usage hours should have a perfect match. 

To best explain this complexity, we must address how AWS accounts are managed on 

StreamOne® Ion. StreamOne® Ion uses a process of grouping accounts that simplifies multi-

account management. These groupings can be viewed as an umbrella that encapsulates 

multiple layers of accounts beneath it.  Within the umbrella, TD SYNNEX is the first layer. 

Beneath TD SYNNEX regional and country levels there is a layer of partner accounts, and 

beneath the partner accounts is a layer of customer accounts, also called "linked accounts." 

 

 

 

 

 

 

Payer account can be linked at distributor, partner or customer level 
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Shared Payer vs. Dedicated Payer 
 

AWS billing supports different types of account configurations for partners. These 

configurations allow partners to manage multiple customers under one or more Master Payer 

Accounts (MPAs). The standard setups include: 

• Shared Master Payers: Multiple partners and their customers operate under a 

single AWS organization. 

• Dedicated Master Payers (Partner Level): One partner manages multiple end-

customer accounts under a dedicated MPA. 

• Dedicated Master Payers (End-Customer Level): A partner requests a 

dedicated payer for one end customer, especially when advanced features like SSO or 

Control Tower are needed. 

The Cloud Distribution Sales Channel outlined a multi-tiered cloud services 

distribution process. It begins with Amazon Web Services (AWS), a leading cloud provider 

offering a comprehensive cloud computing service suite. AWS then partners with TD 

SYNNEX, a value-added distributor, which enhances these cloud services with additional 

solutions and support before distributing them. TD SYNNEX supplies these augmented cloud 

services to Partners, specifically Managed Services Providers (MSPs), who are equipped to 

manage and deliver these services to end customers. This channel ensures that end-users 

receive robust, well-supported cloud solutions through a network of specialized providers. 
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Root user 
 

When the AWS account is initially created, the email address and the password 

provided are the credentials for the "Root user," who can access all AWS services and resources 

in the account. The tasks that require root user credentials are explained in the AWS Identity 

and Access Management User Guide published here: 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks 

Depending on the Payer scenario used by the partner at TD SYNNEX, the ownership 

of the root user is managed in two different ways: 

• Shared Master Payer: The root user belongs to a partner 

• Dedicated Master Payer: The root user belongs to TD SYNNEX 

In the case of a root user belonging to a partner, according to AWS' best practices, we 

strongly recommend that you don't use the root user for your everyday tasks and follow the 

root user's best practices for your AWS account. Safeguard your root user credentials and use 

them to perform tasks only the root user can perform. 

  

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
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Root Access Management Practices at TD SYNNEX 
 

The following outlines our current practices for managing root access in AWS accounts, 

aligned with the AWS Best Practice SEC01-BP02: Secure account root user and properties - 

Security Pillar. 

Preventative Controls 

1. Primary Contact:  

a. The primary contact email is updated to an address managed by TD SYNNEX 

and is external to any AWS accounts. 

b. In cases of MFA or root user issues, we use an Admin role to update the security 

contact with a valid phone number to leverage the root user recovery process 

properly. 

2. Alternate Billing Contact:  

a. Changed to TD SYNNEX. Security and Operational contacts remain with the 

partner. 

3. Access Keys:  

a. We do not create access keys on root accounts. If an account is migrated under 

TD SYNNEX, existing keys are kept, and the partner is responsible for their 

removal. 

4. Root Credentials:  

a. Root credentials of member accounts are not stored. 

b. Credentials of management accounts are tracked, excluding passwords. MFA is 

enabled on all accounts. 

 

 

https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
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5. MFA:  

a. Utilizes hardware devices for MFA, with one primary and one common backup 

device.  

6. Multi-Account Environments:  

a. TD Synnex does not implement preventative controls for member account root 

users; this responsibility falls on the partner. 

Detective Controls 

Due to the Shared Responsibility Model, the responsibility for usage of detective 

controls relies on the Partner/Customer – we encourage adopting them according to the AWS 

best practices. 

Operational Guidance 

1. Access Rule: 

a. A one-person rule is in practice, though the CloudOps Team collectively has 

access to the phone and email alias associated with the account. 

2. Root User Usage: 

a. The root user is reserved for exceptions; an Admin role is created for daily 

activities. 

3. Recovery Method: 

a. The root user credentials recovery method is regularly tested. 
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Legal agreements related to TD SYNNEX and AWS 
 

Multiple legal agreements are in effect regarding the necessity of reselling AWS 

technologies through the distribution channel at TD SYNNEX. Here is the list of key legal 

agreements, the sources where the new, up-to-date documents may be found, short abstracts, 

and the key security-related points. 

TD SYNNEX Terms and Conditions (Harmonized Terms and Conditions of Sale) 

TD SYNNEX Data Processing Agreement (“DPA”) 

TD SYNNEX’s Privacy Policy 

StreamOne ION Platform Terms for Resellers 

AWS Distribution Seller Addendum to the ION Platform Agreement for Resellers 

AWS Partner Network Terms and Conditions 

AWS’s Distributor Seller Agreement (DSA) 

AWS’s Privacy Notice 

AWS’s Acceptable Use Policy 
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TD SYNNEX Terms and Conditions (Harmonized Terms and Conditions of 
Sale) 
 

Source: 
https://eu.tdsynnex.com/CatAdminHtmlContentEditor/uploads/Country/COM/NEW%20T

erms-and-

Conditions/Harmonized%20Terms%20and%20Conditions/Terms%20and%20Conditions%

20-%20English.pdf [Version: December 2023] 

Abstract: 
The TD SYNNEX Terms and Conditions document, updated as of December 2023, 

outlines the comprehensive legal framework governing the sale and licensing of TD SYNNEX 

services and third-party vendor products. This document details the scope of the agreement, 

emphasizing that TD SYNNEX’s terms supersede any conflicting buyer terms. It addresses 

country-specific terms, pass-through vendor terms, contract formation, delivery conditions, 

pricing, payment terms, warranty, returns, security requirements, intellectual property rights, 

limitation of liability, force majeure, assignment, data protection, compliance with laws, and 

other contractual provisions. The terms aim to ensure clarity, mutual obligations, and legal 

protections for TD SYNNEX and its buyers, facilitating a secure and compliant business 

relationship. 
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TD SYNNEX Data Processing Agreement (“DPA”) 
 

Source: 
https://eu.tdsynnex.com/CatAdminHtmlContentEditor/uploads/Country/COM/NEW%20T

erms-and-Conditions/DPA/DPA%20UK.pdf [Version: October 2022] 

Abstract: 
The document is a Data Processing Agreement (DPA) between TD SYNNEX and a 

Buyer, outlining the terms and conditions for processing personal data. The DPA applies when 

TD SYNNEX acts as a processor for the Buyer, who acts as a controller, and vice versa. It 

specifies the scope, definitions, and special terms for TD SYNNEX as a processor, including 

electronic communication, details of processing, and standard contractual clauses. The DPA 

also outlines general processing terms, obligations of the controller and processor, technical 

and organizational security measures, documentation and audit obligations, sub-processors, 

international data transfer, and confidentiality. The DPA prevails in case of any inconsistency 

with other terms of the Agreement and is subject to applicable data protection laws, including 

the GDPR. 
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TD SYNNEX’s Privacy Policy 
 

Source: 
https://www.tdsynnex.com/content/dam/tds-site/tds-site-

shared/docs/privacy/2023/updated/global-privacy-statement-english.pdf [October 1, 2023] 

Abstract: 
TD SYNNEX Corporation's Privacy Statement, effective October 1, 2023, outlines its 

global commitment to privacy, security, and data protection. It details the collection, use, 

storage, processing, disclosure, and deletion of various types of personal data, including 

identity, contact, financial, transaction, profile, usage, preference, pictures/video, 

communication content, and technical data. The statement describes data collection methods 

(directly from users, automatically from service use, publicly available sources, third parties, 

and business partners) and the purposes for data use (fulfilling requests, processing 

transactions, customer service, marketing, and legal compliance). It addresses data sharing 

with third parties, affiliates, business units, and other users and uses cookies and similar 

technologies for analytics and advertising. The document includes provisions for children, 

sensitive information, user rights, consent, updates, and contact information. It provides 

specific notices for California residents under the CCPA and identifies the personal 

information controller in the EEA, UK, Turkey, and Switzerland. TD SYNNEX adheres to EU-

US and Swiss-US Data Privacy Framework Principles, ensuring protection through security 

measures and compliance with applicable laws. 

  

https://www.tdsynnex.com/content/dam/tds-site/tds-site-shared/docs/privacy/2023/updated/global-privacy-statement-english.pdf
https://www.tdsynnex.com/content/dam/tds-site/tds-site-shared/docs/privacy/2023/updated/global-privacy-statement-english.pdf
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StreamOne ION Platform Terms for Resellers 
 

Source: 
https://techdata-legal.bryter.io/s/7fcQ7b9hRluZuGelGEgKFQ/sie-platform-agreement-

terms [Version: July 2023] 

Abstract: 
The document outlines the terms and conditions for resellers participating in TD 

SYNNEX's StreamOne ION Platform. It covers various aspects, including contact information 

management, deployment stages, change management, acceptable use policy, service level 

agreement, software improvement, partner APIs, pricing, warranty, liability, TD SYNNEX's 

reserved rights, new programs, services, and discontinuances, data protection, export 

compliance, and definitions. The terms emphasize TD SYNNEX's and the resellers' 

responsibilities, including data protection, security measures, and compliance with applicable 

laws and regulations. The document also includes exhibits detailing technical and 

organizational measures for data protection and international data transfer clauses. 

  

https://techdata-legal.bryter.io/s/7fcQ7b9hRluZuGelGEgKFQ/sie-platform-agreement-terms
https://techdata-legal.bryter.io/s/7fcQ7b9hRluZuGelGEgKFQ/sie-platform-agreement-terms
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AWS Distribution Seller Addendum to the ION Platform Agreement for 
Resellers 
 

Source: 
https://ion.tdsynnex.com/ [Version: 16, January 2024] 

Abstract: 
This document outlines the AWS Distribution Seller Addendum to the Ion Platform 

Agreement for Resellers, detailing the legal contract between the reseller and TD SYNNEX for 

accessing AWS services through the Ion platform. It covers the scope of the agreement, 

definitions of key terms, program description, terms and termination conditions, change 

management, scope of work, support services, discounts, and acceptance of the agreement. 

The addendum specifies the benefits of the AWS Distribution Seller Program, including 

discounted AWS services, technical resources, account provisioning support, and discounts 

with no volume commitments. It also outlines the termination conditions, the effect of 

termination, and the change management process. The document emphasizes the importance 

of reading and understanding the terms and conditions before accepting the agreement. 

  

https://ion.tdsynnex.com/
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AWS Partner Network Terms and Conditions 
 

Source: 
https://aws.amazon.com/partners/terms-and-conditions/ [Last Updated: June 27, 2024] 

Abstract: 
The document outlines the terms and conditions for Amazon Web Services (AWS) 

Partner Network (APN) membership. It details the requirements, benefits, and obligations of 

APN members, including the need to maintain valid APN membership, adhere to AWS service 

terms, and comply with APN Program policies. The terms cover the use of AWS trademarks, 

participation in APN programs, and providing member benefits. It also specifies the 

conditions under which AWS may terminate membership and the limitations of liability for 

both parties. The document emphasizes the importance of maintaining the integrity and 

reputation of the AWS brand and the APN community. 

  

https://aws.amazon.com/partners/terms-and-conditions/
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AWS’s Distributor Seller Agreement (DSA) 
 

Source: 
AWS Partner Network >> Programs >> Distribution Engagement Requests [Last Updated: 

March 7, 2021] 

Abstract: 
This AWS Distribution Seller Agreement outlines the terms and conditions governing 

the participation of the Distribution Seller in the AWS Distribution Program. It specifies the 

authorization process, resale models, obligations, advertising and proprietary rights, 

termination procedures, indemnification, the parties' relationship, warranties, limitations of 

liability, miscellaneous provisions, and definitions. The agreement emphasizes the non-

exclusive rights granted, the absence of revenue guarantees, and the independent contractor 

status of AWS and the Distribution Seller. It also highlights the mutual warranties, 

disclaimers, and the governing laws applicable to the agreement. Additionally, the agreement 

includes country-specific requirements for certain jurisdictions, such as Bangladesh, Bolivia, 

Cambodia, Colombia, Egypt, El Salvador, Fiji, Guatemala, Honduras, Jordan, Kazakhstan, 

Kuwait, Netherlands, Pakistan, Paraguay, Russia, Saudi Arabia, Thailand, the United Arab 

Emirates, and Uruguay. These requirements address governing law, disputes, and specific 

provisions for countries like Colombia, Lebanon, Guatemala, Honduras, El Salvador, and 

Iceland. The agreement establishes a clear framework for the Distribution Seller's 

participation in the AWS Distribution Program while ensuring compliance with legal and 

contractual obligations. 

  

https://partnercentral.awspartner.com/partnercentral2/s/login
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AWS’s Privacy Notice 
 

Source: 
https://aws.amazon.com/privacy/ [Last Updated: October 28, 2024] 

Abstract: 
The AWS Privacy Notice outlines how Amazon Web Services, Inc. (AWS) collects, uses, 

stores, and protects personal data. It details the types of information collected, such as contact 

details, payment information, and usage data. It explains the purposes for which this data is 

used, including service provision, improvement, security, and compliance with legal 

obligations. The notice also covers data-sharing practices with third parties and affiliates in 

response to legal requests. It provides information on user rights regarding personal data, such 

as access, correction, and deletion, and describes the security measures AWS implements to 

protect data. Additionally, the notice addresses cross-border data transfers, compliance with 

data protection laws, and the process for users to contact AWS regarding privacy concerns. 

  

https://aws.amazon.com/privacy/
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AWS’s Acceptable Use Policy 
 

Source: 
https://aws.amazon.com/aup/ [Last Updated: July 1, 2021] 

Abstract: 
The AWS Acceptable Use Policy (AUP) outlines the permissible and prohibited uses of 

Amazon Web Services (AWS). It establishes the guidelines and restrictions for AWS customers 

to ensure the security, stability, and integrity of the AWS environment. The policy prohibits 

illegal content, spamming, and unauthorized access to AWS resources. It also requires 

customers to comply with all applicable laws and regulations, including data protection and 

privacy. The AUP emphasizes the importance of maintaining the security and reliability of the 

AWS platform and provides mechanisms for AWS to take action against violations, including 

account suspension or termination. 

  

https://aws.amazon.com/aup/
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The IAM roles on TD SYNNEX originated AWS Accounts 
 

When a new AWS account is onboarded under the TD SYNNEX distribution channel, 

we enforce specific security measures as part of the AWS Shared Responsibility model 

regardless of the onboarding way. 

These measures will vary depending on whether the account is integrated into one of 

our Shared Organizations or is an independent Dedicated Payer. 

Below is a summary of what security measures are in place for each scenario. 

 
Shared Payer 
 

In this scenario, no security measures from TD SYNNEX are applied to the specific 

member account, as it is managed by the partner or end customer. Therefore, they are 

responsible for implementing the appropriate measures at the linked account level. 

Besides that, it is essential to mention that the root ownership belongs to the partner 

or end customer, making them responsible for activating MFA and implementing any other 

detective or preventative security controls using the available AWS security services. 

TD SYNNEX is responsible for securing the Shared Management Accounts where the 

partner or end customer accounts will be created or migrated by implementing the IAM 

permissions structure. 

 
Dedicated Payer 
 

In this scenario, TD SYNNEX is responsible for securing only the Management 

Account of the AWS Organizations by implementing the IAM permissions structure. 

No other security measures from TD SYNNEX are applied to the member accounts of 

these AWS Organizations, as they are managed by the partner or end customer. Therefore, 

they are responsible for implementing the appropriate measures at the linked account level. 
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Besides that, it is essential to mention that the root ownership of the linked accounts 

belongs to the partner or end customer, making them responsible for activating MFA and 

implementing any other detective or preventative security controls using the available AWS 

security services. 

 

IAM Permissions Structure 
 

Creating multiple IAM users with appropriate permissions to access our primary 

Management Account, enabling them to perform their job roles effectively. All IAM users must 

activate MFA as a preventative security measure to prevent identity theft. Each user is part of 

an AWS IAM Group that allows them to carry out the necessary activities for their role at TD 

SYNNEX. The different IAM user groups are described below: 

• Administrator User Group: This group is for users who are part of the Level 2 

Cloud Operations team and need to perform configuration activities of the services 

required by TD SYNNEX. 

• Business Development Manager User Group: This group is for users who are 

part of the Cloud Sales team and perform billing and account monitoring activities. 

• Operations User Group: This group is for users who are part of the Level 1 Cloud 

Operations team and need to perform basic support activities required to provision 

new AWS accounts. 

• Engineering Services User Group: This group is for users who are part of the 

Engineering Services team and may be requested by our customers in case Advanced 

Cloud Services are needed. 

TD SYNNEX is creating a set of roles that allow users to perform various activities 

across all our Management Accounts, summarized as follows: 

• Administrator Role, with read/write permissions to execute the required tasks 

that the Level 2 Cloud Operations team needs to perform when 

onboarding/offboarding AWS Accounts 
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• Business Development Manager Role, with access to Organizations, Billing, 

and Support Center in read-only mode 

• Operations Role for the Level 1 Cloud Operations team, with access to Support 

Center and Organizations in read/write mode and as a Support User in read-only 

mode, to create new accounts. 

• Billing Role, with access to Support Center and Billing in read/write mode except 

for specific permissions in specific AWS billing services like Budgets, Cost Explorer, 

and Purchase Orders 

Additionally, we are establishing roles that enable TD SYNNEX applications to 

programmatically access the necessary billing data for financial purposes, including: 

• StreamOne ION Billing Platform: For all our management accounts 

• Other FinOps Tools: For specific customers who choose from our available FinOps 

tools to optimize their AWS spending 
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AWS Prescriptive Guidance: AWS Startup Security 
Baseline 
 

The AWS Startup Security Baseline (AWS SSB) is a set of controls that create a 

minimum foundation for businesses to build securely on AWS without decreasing their 

agility. These controls form the basis of your security posture and are focused on securing 

credentials, enabling logging and visibility, managing contact information, and 

implementing basic data boundaries. 

The controls in this guide are designed with early startups in mind, mitigating the 

most common security risks without requiring significant effort. Many startups begin their 

journey in the AWS Cloud with a single AWS account. As organizations grow, they migrate to 

multi-account architectures. The guidance in this guide is designed for single-account 

architectures, but it helps you set up security controls that are easily migrated or modified as 

you transition to a multi-account architecture. 

The controls in the AWS SSB are separated into two categories: account and 

workload. Account controls help keep your AWS account secure. It includes 

recommendations for setting up user access, policies, and permissions, and it includes 

recommendations for how to monitor your account for unauthorized or potentially malicious 

activity. Workload controls help secure your resources and code in the cloud, such as 

applications, backend processes, and data. It includes recommendations such as encryption 

and reducing the scope of access. 

Full AWS Startup Security Baseline is available at: 

https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-

baseline/welcome.html. 

This guide contains curated notes according to the default AWS account setup at TD 

SYNNEX, including the comments and clarifications related to the AWS distribution sales 

channel.  

https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
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Chapters’ notes: 
 

ACCT.01 Set account-level contacts to valid email distribution lists 

ACCT.02 Restrict use of the root user 

ACCT.03 Configure console access for each user 

ACCT.07 Deliver CloudTrail logs to a protected S3 bucket 

ACCT.10 Configure AWS Budgets to monitor your spending 
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ACCT.01 Set account-level contacts to valid email distribution lists 
 

 

 

 

ACCT.02 Restrict use of the root user 
 

 

 

 

 

 

ACCT.03 Configure console access for each user 
 

 

 

 

ACCT.07 Deliver CloudTrail logs to a protected S3 bucket 
 

 

 

Actions taken by users, roles, and services in your AWS account are recorded as events in  

 

Account-level contacts of TD SYNNEX 
TD SYNNEX and the partner/customer share responsibility for account-level contacts in the 
AWS Account. Please check out AWS Landscape in the Distribution Channel chapter of this 
guide for further details. 

Different AWS deployment models in TD SYNNEX 
Depending on whether AWS Organizations are required, different AWS setups in TD 
SYNNEX are possible: Shared Payer or Dedicated Payer. These setups lead to a different 
entity responsible for securing root access to the AWS account.Please check out AWS 
Landscape in the Distribution Channel chapter of this guide for further details. 

Starting from 25th of March 2025, setting up MFA for the root user in all linked accounts is 
mandatory. 

In a Dedicated Payer scenario, TD SYNNEX provides one or more administrative users. 

IAM vs. Root access to AWS 
Unlike Root access, our Partners are fully responsible for setting up the user/group hierarchy 
using AWS Identity and Access Management (IAM). 

AWS CloudTrail – Free Tier 
CloudTrail logs management events across AWS services by default and is available for no 
charge. You can view, search, and download the most recent 90-day history of your account’s 
control plane activity at no additional cost using CloudTrail in the CloudTrail console. You 
can also use the CloudTrail lookup-events API to achieve this. 

You can deliver one copy of your ongoing management events to your Amazon Simple 
Storage Service (S3) bucket for free by creating trails. Limits may apply. 

More information about AWS CloudTrail pricing available at AWS CloudTrail pricing 

https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/cloudtrail/pricing/
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ACCT.10 Configure AWS Budgets to monitor your spending 
 

 

 

 

 

  

TD SYNNEX's platform StreamOne ION added value. 
We strongly recommend using StreamOne ION's functionalities related to cost monitoring to 
meet both Reseller and End-customer requirements. Due to the AWS setup at TD SYNNEX, 
the cost visible in Billing and Cost Management of AWS might differ from the real cost due to 
the consolidated billing. Please check out AWS’ Unique Invoicing Process chapter of this 
guide for further details. 
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AWS Prescriptive Guidance checklist 

 

AWS Prescriptive Guidance: 
AWS Startup Security Baseline Compliant Non-compliant 

ACCT.01 Set account-level contacts to valid email distribution lists □ □ 

ACCT.02 Restrict use of the root user □ □ 

ACCT.03 Configure console access for each user □ □ 

ACCT.04 Assign permissions □ □ 

ACCT.05 Require multi-factor authentication to log in □ □ 

ACCT.06 Enforce a password policy □ □ 

ACCT.07 Deliver CloudTrail logs to a protected S3 bucket □ □ 

ACCT.08 Prevent public access to private S3 buckets □ □ 

ACCT.09 Delete unused VPCs, subnets, and security groups □ □ 

ACCT.10 Configure AWS Budgets to monitor your spending □ □ 

ACCT.11 Enable and respond to GuardDuty notifications □ □ 

ACCT.12 Monitor for and resolve high-risk issues by using Trusted Advisor □ □ 

WKLD.01 Use IAM roles for compute environment permissions □ □ 
WKLD.02 Restrict credential usage scope with resource-based policies 
permissions □ □ 

WKLD.03 Use ephemeral secrets or a secrets-management service □ □ 

WKLD.04 Prevent application secrets from being exposed □ □ 

WKLD.05 Detect and remediate exposed secrets □ □ 

WKLD.06 Use Systems Manager instead of SSH or RDP □ □ 

WKLD.07 Log data events for S3 buckets with sensitive data □ □ 

WKLD.08 Encrypt Amazon EBS volumes □ □ 

WKLD.09 Encrypt Amazon RDS databases □ □ 

WKLD.10 Deploy private resources into private subnets □ □ 

WKLD.11 Restrict network access by using security groups □ □ 

WKLD.12 Use VPC endpoints to access supported services □ □ 

WKLD.13 Require HTTPS for all public web endpoints □ □ 

WKLD.14 Use edge-protection services for public endpoints □ □ 
WKLD.15 Define security controls in templates and deploy them by using 
CI/CD practices □ □ 

Total:   
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Different support channels for different issues 
 

There are multiple ways of accessing the AWS-related support channels depending on 

the issues our partners are having. 

AWS Support 
 

AWS Support helps customers with technical issues and additional guidance on 

operating their infrastructures in the AWS cloud. Customers can choose a tier that meets their 

specific requirements, continuing the AWS tradition of providing the building blocks of 

success without bundling or long-term commitments. 

Without any paid AWS Support Plan offering, all the AWS partners are covered by the 

Basic Support plan, which includes: 

• Customer Service and Communities – 24x7 access to Account and Billing 

support, documentation, whitepapers, and AWS re:Post. 

• AWS Trusted Advisor – Access to core Trusted Advisor checks and guidance to 

provision your resources following best practices to increase performance and 

improve security. 

• AWS Health – A personalized view of the health of AWS services and alerts when 

your resources are impacted. 

A comparison of the AWS Support plans is available here, but you should also consider 

TD SYNNEX’s unique offering to partners: AWS TechCARE 24x7. 

You can access AWS Support using the following link: 

https://support.console.aws.amazon.com/support/ 

  

https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://aws.amazon.com/whitepapers/
https://www.repost.aws/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://aws.amazon.com/premiumsupport/technology/personal-health-dashboard/
https://aws.amazon.com/premiumsupport/plans/
https://support.console.aws.amazon.com/support/
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StreamOne ION Support 
 

Your StreamOne Ion platform account includes a Freshdesk-powered ticketing and 

knowledge center. You can access it using the link: SIE - Help. 

To report an incident or issue, please do the following: 

• Provide relevant system or platform information. 

• Provide steps to reproduce the problem. This will allow our support team to recreate 

the issue and find a solution quickly. 

• Provide screenshots or videos: If the issue is visual, please provide screenshots or 

videos to help illustrate the problem. 

To ask a question not found in the Knowledge Base: 

• Please identify the use case associated with your question. 

 

Your local TD SYNNEX’s sales/pre-sales contact 
 

If you have any additional inquiries, particularly those concerning sales or pre-sales 

activities, you should contact your TD SYNNEX Trusted Advisor, who can provide the 

necessary information and assistance tailored to your specific needs and questions. 

 

https://ion.tdsynnex.com/help
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TD SYNNEX’s AWS TechCARE 24x7 
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TD SYNNEX Services 
 

 


