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VMware Remote
Services

Assess — VMware Health and
Security Assessment (VHSA)

Assumed Infrastructure Baseline: 480—-640 Cores
Larger environments will be scoped via presales consultation
and managed through a change control process.
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Service Overview

The VMware Health and Security Assessment (VHSA) is a focused two-day remote engagement
designed to evaluate the current VMware vSphere, VMware Virtual Foundation and VMware
Cloud Foundation (VCF) environment. The primary goal is to identify configuration gaps,
performance bottlenecks, and security vulnerabilities that may impact operational efficiency or
compliance.

Through a structured assessment, our VMware experts will analyze the infrastructure’s health,
stability, and alignment with VMware best practices. This includes reviewing configuration
settings, software versions, access controls, and certificate management. The outcome is a
comprehensive set of findings and actionable recommendations to remediate risks, enhance
performance, and optimize the environment for future scalability and resilience.

Key Features

Comprehensive Data Collection: Data
gathered from vCenter, ESXi hosts, vSAN,
and NSX (if applicable) to ensure full
visibility into the environment.
Configuration & Design Review: Assessment
of cluster setup, HA/DRS, storage
architecture, and network design for
alignment with VMware best practices.
Version & Compatibility Check: Evaluation
of software versions, patch levels, and
hardware compatibility to ensure
supportability and stability.

Benefits

Improved Infrastructure Health:
Identification and resolution of
misconfigurations and inefficiencies.
Enhanced Security: Strengthened access
controls and certificate hygiene to reduce
risk exposure.

Operational Efficiency: Optimization of
performance and resource utilization across
the VMware stack.

Security Posture Evaluation: Review of
access controls, certificate management, user
roles, and password policies to identify
vulnerabilities.

Expert Analysis & Recommendations:
Detailed findings and actionable guidance to
improve health, performance, and security.

Customer Review Session: Collaborative
session to present results, discuss
recommendations, and define next steps.

Future-Ready Environment:
Recommendations aligned with VMware
best practices to support scalability and
resilience.

Informed Decision-Making: Clear insights
and expert guidance to support strategic
planning and investment.
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Business Impact

Reduced Risk: Early identification of
vulnerabilities and misalignments helps
prevent outages and security incidents.

Cost Savings: Improved performance and
resource usage can reduce operational and
licensing costs.

Compliance Assurance: Alignment with
VMware standards supports regulatory and
internal compliance efforts.

Accelerated Transformation: A healthier,

optimized environment enables smoother
transitions to VCF or cloud strategies.

Estimated Timeline

The estimated time for the VHSA service and review sessions is: 2 days.

Activity Brief Description

Day 1 focuses on collecting infrastructure data and reviewing
configuration, compatibility, and security settings to identify deviations
from VMware best practices

Discovery & Assessment

Day 2 focuses on analyzing assessment data, identifying key issues, and

Analysis & Recommendations . . . . >
y presenting recommendations in a customer review session.

Deliverables

Assessment Summary Report

A detailed document outlining findings across configuration, performance, and security
domains, including identified risks and deviations from VMware best practices.

Recommendations Guide

Actionable guidance for remediation and optimization, covering infrastructure health,
performance improvements, and security enhancements.

Security Posture Review

Evaluation of access controls, certificate management, user roles, and password policies with
recommendations for strengthening security.

Version & Compatibility Matrix

Overview of software versions, patch levels, and hardware compatibility to support upgrade
planning and stability assurance.
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Customer Review Session

A collaborative session to present findings, discuss recommendations, and define next steps
aligned with business and technical goals.

Contact Information and Next Steps

For further information, clarification, or to initiate a VMware PS engagement, please follow the
contact guidance below based on your role:

o Partners
Contact your TD SYNNEX Account Manager or your local Broadcom/VMware
team for service details and engagement support.

e Broadcom Sales Representatives
Reach out to the TD SYNNEX local country team for coordination and partner
enablement.

e TD SYNNEX Local Country Team
Engage with TD SYNNEX Internal process via the internal services hub site.



